
WHAT IS THE 
SECURE SOFTWARE SUPPLY CHAIN

AND THE CURRENT STATE OF THE
PHP ECOSYSTEM



Paolo Mainardi

➔ Co-founder and CTO @Sparkfabrik  

➔ Linux Foundation Europe Advisory Member

➔ Blog: paolomainardi.com

➔ Podcast: Continuous Delivery

➔ linkedin.com/in/paolomainardi

➔ continuousdelivery.social/@paolomainardi

➔ paolo.mainardi@sparkfabrik.com

@paolomainardi

https://www.sparkfabrik.com/en/
https://linuxfoundation.eu/
https://linuxfoundation.eu/en/about/advisory-board
https://www.paolomainardi.com
https://www.youtube.com/@ContinuousDeliverySpark
http://linkedin.com/in/paolomainardi
https://continuousdelivery.social/@paolomainardi
mailto:paolo.mainardi@sparkfabrik.com


➔ What is a Software Supply Chain

➔ State of the PHP ecosystem

➔ What are the threats and how can 
be challenged with:
Sigstore - SBOM - OSV - Scorecard

THE 
SESSION



A supply chain is a network of individuals and companies
who are involved in creating a product 

and delivering it to the consumer



https://slsa.dev/spec/v0.1/#supply-chain-threats

https://slsa.dev/spec/v0.1/#supply-chain-threats
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2020
About 18,000 customers of SolarWinds installed the infected updates,

including firms like Microsoft (Cisco, Intel, Deloitte) and top government US agencies
like Pentagon, Homeland security, National Nuclear Security etc.



SSH BACKDOOR VIA LIBLZMA

The story of the XZ failed (by chance) attack

April 2024



https://mastodon.social/@AndresFreundTec/112180083704606941

https://mastodon.social/@AndresFreundTec/112180083704606941


https://www.openwall.com/lists/oss-security/2024/03/29/4

https://www.openwall.com/lists/oss-security/2024/03/29/4


XZ Utils and its underlying library, liblzma, are open-source projects that implement LZMA compression 
and decompression. They are included in many Linux distributions out of the box.

OpenSSH does not depend on XZ, however Debian and several other distributions - patch it to support 
systemd notification, and eventually, libsystemd does depend on liblzma.

What is XZ and why SSH has been impacted ?

https://sources.debian.org/patches
/openssh/1:9.2p1-2%2Bdeb12u2/syste
md-readiness.patch/

https://sources.debian.org/patches/openssh/1:9.2p1-2%2Bdeb12u2/systemd-readiness.patch/
https://sources.debian.org/patches/openssh/1:9.2p1-2%2Bdeb12u2/systemd-readiness.patch/
https://sources.debian.org/patches/openssh/1:9.2p1-2%2Bdeb12u2/systemd-readiness.patch/


XZ attack timeline

Source: https://www.linkedin.com/posts/thomas-roccia_infosec-xz-cybersecurity-activity-7180110597139697664-nzJL

https://www.linkedin.com/posts/thomas-roccia_infosec-xz-cybersecurity-activity-7180110597139697664-nzJL


Open source has won



It won yes, but is it still sustainable ?



https://www.sonatype.com/state-of-the-software-supply-chain/introduction

https://www.sonatype.com/state-of-the-software-supply-chain/introduction


https://linuxfoundation.eu/cyber-resilience-act

https://linuxfoundation.eu/cyber-resilience-act


STATE OF THE
PHP ECOSYSTEM



COMPOSER: THE PHP PACKAGE MANAGER

● Invented in 2012 by Nils Adermann 
and Jordi Boggiano.

● Standard de-facto for the PHP 
package management.

● packagist.org hosts more than 300k 
packages and 2.5M revisions.

http://packagist.org


COMPOSER BUILT-IN SECURITY PROTECTIONS

composer require drupal / core-recommended : 10.1.0

Namespace Library name

Only vendor-namespaced 
packages allowed
(eg: NPM allows root packages)

Code is always hosted on a git 
repository, only metadata goes 
on packagist.org
(eg: NPM hosts the code)

Version

Public
packagist.org

Custom 
repositories

Composer Repositories are 
Canonical by default.
(no dependency confusion)

1

2

 https://blog.packagist.com/preventing-dependency-hijacking

packages.drupal.org

https://blog.packagist.com/preventing-dependency-hijacking


THE LATEST SUPPLY CHAIN ATTACKS ON PHP
March 29, 2022
PHP Supply Chain Attack 
on PEAR

“In this article we present two 
bugs, both exploitable for 
more than 15 years. An 
attacker exploiting the first 
one could take over any 
developer account and publish 
malicious releases, while the 
second bug would allow the 
attacker to gain persistent 
access to the central PEAR 
server.”

May 3, 2023
Packagist.org maintainer 
account takeover

“An attacker accessed an 
inactive account on 
Packagist.org for a period of 
time but still had access to a 
total of 14 packages. The 
attacker forked each of the 
packages and replaced the 
package description in 
composer.json with their own 
message but did not 
otherwise make any malicious 
changes”

April 29, 2021
PHP Supply Chain Attack 
on Composer

“A critical vulnerability in the 
source code of Composer 
which is used by Packagist. It 
allowed us to execute 
arbitrary system commands 
on the Packagist.org server”

October 4, 2022
Securing Developer 
Tools: A New Supply 
Chain Attack on PHP

“A new critical vulnerability in 
similar components. It allowed 
taking control of the server 
distributing information about 
existing PHP software 
packages, and ultimately 
compromising every 
organization that uses them”

And counting
https://www.sonatype.com/resources/vulnerability-timeline

https://www.sonarsource.com/blog/php-supply-chain-attack-on-pear/
https://www.sonarsource.com/blog/php-supply-chain-attack-on-pear/
https://blog.packagist.com/packagist-org-maintainer-account-takeover/
https://blog.packagist.com/packagist-org-maintainer-account-takeover/
https://www.sonarsource.com/blog/php-supply-chain-attack-on-composer/
https://www.sonarsource.com/blog/php-supply-chain-attack-on-composer/
https://www.sonarsource.com/blog/securing-developer-tools-a-new-supply-chain-attack-on-php/
https://www.sonarsource.com/blog/securing-developer-tools-a-new-supply-chain-attack-on-php/
https://www.sonarsource.com/blog/securing-developer-tools-a-new-supply-chain-attack-on-php/
https://www.sonatype.com/resources/vulnerability-timeline


SO WHAT ? WHERE SHOULD WE START ?



INTEGRITY, TRUST 
AND DEPENDENCIES



What is the trusting model between 
us and digital artifacts? 

How can i be sure that what I’m running
is coming from a trusted source? 



https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf

1984

https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf


SECURE SOFTWARE SUPPLY CHAIN CHECKLIST

✅ Who built it, when and how
(Signatures and Provenance Attestations)

✅ The list of things who made the artifact
(SBOM - Software Bill of Material)



DIGITAL SIGNATURES 101

Integrity
Ensure the data signed was 

not altered.

Authenticity
Attest that the data was 

sent by the signer.

Non-repudiation
Ensure that the signer 

cannot deny the authenticity 
of the signature.



Managing keys is hard
  Distribution, Storage, Compromise



DIGITAL SIGNATURES - SIGSTORE

Sigstore is an OSS 
project under the 

umbrella of OpenSSF 
foundation.

Fast growing 
community and 

mainstream adopted

Used in Kubernetes 
and many other big 

vendors 
(Github, Rubygems, Arch Linux etc..)

https://openssf.org/community/sigstore

https://openssf.org/
https://openssf.org/community/sigstore/


DIGITAL SIGNATURES - SIGSTORE

Keyless signing of any 
software artifact

Signatures metadata 
are stored in a public 
tamper-resistant log

Not yet usable on the 
PHP packages.  

Drupal-TUF

https://www.stacklok.com/post/sigstores-rekor-what-is-it-and-how-does-it-work
https://www.stacklok.com/post/sigstores-rekor-what-is-it-and-how-does-it-work
https://www.drupal.org/project/infrastructure/issues/3325040


SBOM: 
SOFTWARE 

BILL OF 
MATERIALS

A list of “ingredients”
for a software artifact
Can be used for:

➔ Vulnerability scanning 
➔ Software transparency
➔ License policy
➔ Find abandoned dependencies



SBOM - Tools

$ docker sbom

PHP Composer

https://github.com/CycloneDX/cyclonedx-php-composer

SBOM + Vulnerabilities

https://github.com/CycloneDX/cyclonedx-php-composer


KNOW YOUR DEPENDENCIES



OSV
https://osv.dev

https://ossf.github.io/osv-schema

https://github.com/google/osv-scanner



Composer audit
https://packagist.org/api/security-advisories/

● Lists vulnerable versions in 
composer.lock 

● Uses packagist.org vulnerability db API 
○ GitHub advisory database  
○ FriendsOfPHP/security-advisories 

● Returns non-zero if vulnerabilities found 
-> can check in CI



OpenSSF Scorecard
https://scorecard.dev

Checks: Code vulnerabilities, Maintenance, Continuous testing, Source risk assessment, Build risk assessment



Automated dependencies management
 https://github.com/renovatebot/renovate - https://github.com/dependabot

https://github.com/renovatebot/renovate


Takeaways
➔ Digital Signatures with Sigstore  and Software Bills of materials.

➔ More informed choice of external dependencies with OSV,

OpenSSF Scorecard and deps.dev

➔ Automate your dependencies management with Github 

DependaBot or Renovate for all other platforms.

➔ Demo of Sigstore, Syft, Grype, Chainguard images: 

https://www.youtube.com/watch?v=8osHp_h9bYU

Demo

https://osv.dev/
https://securityscorecards.dev/
https://deps.dev/
https://www.youtube.com/watch?v=8osHp_h9bYU


THANKS


