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➔ What is a Software Supply Chain

➔ State of the open source 
ecosystem

➔ What are the threats and how can 
be challenged with:
Sigstore - SBOM - OSV - Scorecard

THE 
SESSION



A supply chain is a network of individuals and companies
who are involved in creating a product 

and delivering it to the consumer



https://slsa.dev/spec/v0.1/#supply-chain-threats

https://slsa.dev/spec/v0.1/#supply-chain-threats
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2020
About 18,000 customers of SolarWinds installed the infected updates,

including firms like Microsoft (Cisco, Intel, Deloitte) and top government US agencies
like Pentagon, Homeland security, National Nuclear Security etc.



2021 - Log4j - Log4shell 2021 - CVE-2021-44228

https://www.lunasec.io/docs/blog/log4j-zero-day/

https://www.lunasec.io/docs/blog/log4j-zero-day/
https://nvd.nist.gov/vuln/detail/CVE-2021-44228


15© Juniper Networks





Source: Sonatype Log4j exploit update

https://www.sonatype.com/resources/log4j-vulnerability-resource-center#dashboard


SSH BACKDOOR VIA LIBLZMA

The story of the XZ failed (by chance) attack

April 2024



https://mastodon.social/@AndresFreundTec/112180083704606941

https://mastodon.social/@AndresFreundTec/112180083704606941


https://www.openwall.com/lists/oss-security/2024/03/29/4

https://www.openwall.com/lists/oss-security/2024/03/29/4


XZ Utils and its underlying library, liblzma, are open-source projects that implement LZMA compression 
and decompression. They are included in many Linux distributions out of the box.

OpenSSH does not depend on XZ, however Debian and several other distributions - patch it to support 
systemd notification, and eventually, libsystemd does depend on liblzma.

What is XZ and why SSH has been impacted ?

https://sources.debian.org/patches
/openssh/1:9.2p1-2%2Bdeb12u2/syste
md-readiness.patch/

https://sources.debian.org/patches/openssh/1:9.2p1-2%2Bdeb12u2/systemd-readiness.patch/
https://sources.debian.org/patches/openssh/1:9.2p1-2%2Bdeb12u2/systemd-readiness.patch/
https://sources.debian.org/patches/openssh/1:9.2p1-2%2Bdeb12u2/systemd-readiness.patch/


XZ attack timeline

Source: https://www.linkedin.com/posts/thomas-roccia_infosec-xz-cybersecurity-activity-7180110597139697664-nzJL

https://www.linkedin.com/posts/thomas-roccia_infosec-xz-cybersecurity-activity-7180110597139697664-nzJL


Open source has won



It won yes, but is it still sustainable ?



https://www.sonatype.com/state-of-the-software-supply-chain/introduction

https://www.sonatype.com/state-of-the-software-supply-chain/introduction


https://linuxfoundation.eu/cyber-resilience-act

https://linuxfoundation.eu/cyber-resilience-act


About OpenSSF
● Formed in 2020
● Part of the Linux Foundation and not for profit
● Focus on Open Source Security
● Security newsletters and blog
● Tools and standards: SLSA, OpenVex, Sigstore, 

Scorecard, OSV, GUAC
● Free courses:

○ Secure Software Development Fundamentals
○ Securing Your Software Supply Chain with Sigstore
○ Securing Projects with OpenSSF Scorecard

https://openssf.org

https://openssf.org/
https://openssf.org/blog/
https://openssf.org/training/courses/
https://openssf.org/training/securing-your-software-supply-chain-with-sigstore-course/
https://training.linuxfoundation.org/express-learning/securing-projects-with-openssf-scorecard-lfel1006/
https://openssf.org


INTEGRITY, TRUST 
AND DEPENDENCIES



What is the trusting model between 
us and digital artifacts? 

How can i be sure that what I’m running
is coming from a trusted source? 



https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf

1984

https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf


SECURE SOFTWARE SUPPLY CHAIN CHECKLIST

✅ Who built it, when and how
(Signatures and Provenance Attestations)

✅ The list of things who made the artifact
(SBOM - Software Bill of Material)



DIGITAL SIGNATURES 101

Integrity
Ensure the data signed was 

not altered.

Authenticity
Attest that the data was 

sent by the signer.

Non-repudiation
Ensure that the signer 

cannot deny the authenticity 
of the signature.



Managing keys is hard
  Distribution, Storage, Compromise



DIGITAL SIGNATURES - SIGSTORE

Sigstore is an OSS 
project under the 

umbrella of OpenSSF 
foundation.

Fast growing 
community and 

mainstream adopted

Used in Kubernetes 
and many other big 

vendors 
(Github, Rubygems, Arch Linux etc..)

https://openssf.org/community/sigstore

https://openssf.org/
https://openssf.org/community/sigstore/


DIGITAL SIGNATURES - SIGSTORE

Keyless signing of any 
software artifact

Signatures metadata 
are stored in a public 
tamper-resistant log

Signatures are stored 
alongside images in

OCI registry

https://www.stacklok.com/post/sigstores-rekor-what-is-it-and-how-does-it-work
https://www.stacklok.com/post/sigstores-rekor-what-is-it-and-how-does-it-work


SBOM: 
SOFTWARE 

BILL OF 
MATERIALS

A list of “ingredients”
for a software artifact
Can be used for:

➔ Vulnerability scanning 
➔ Software transparency
➔ License policy
➔ Find abandoned dependencies



SBOM - Tools

$ docker sbom

SBOM + Vulnerabilities



KNOW YOUR DEPENDENCIES



OSV
https://osv.dev

https://ossf.github.io/osv-schema

https://github.com/google/osv-scanner



OpenSSF Scorecard
https://scorecard.dev

Checks: Code vulnerabilities, Maintenance, Continuous testing, Source risk assessment, Build risk assessment



Open Source Insights
https://deps.dev
An accurate view of the complete dependency graph, 
licenses, dependencies and security advisories.
Free API access.

OpenSSF ScoreCard

Dependencies

Licenses

Security



GUAC - Graph For Understanding Artifact Composition

https://guac.sh



GUAC - Graph For Understanding Artifact Composition
https://github.com/guacsec/guac-visualizer



Automated dependencies management
 https://github.com/renovatebot/renovate - https://github.com/dependabot

https://github.com/renovatebot/renovate


http://www.youtube.com/watch?v=8osHp_h9bYU


Takeaways
➔ Digital Signatures with Sigstore  and Software Bills of materials.

➔ More informed choice of external dependencies with OSV,

OpenSSF Scorecard and deps.dev

➔ Automate your dependencies management with Github 

DependaBot or Renovate for all other platforms.

➔ Demo of Sigstore, Syft, Grype, Chainguard images: 

https://www.youtube.com/watch?v=8osHp_h9bYU

Demo

https://osv.dev/
https://securityscorecards.dev/
https://deps.dev/
https://www.youtube.com/watch?v=8osHp_h9bYU


THANKS


